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       Stop terrorists,  Stop hackers,  Stop rogue employees, Enforce change procedures 
 
 

Stop Data Communication Intruders In Their Tracks 
 
If your investment / infrastructure / your customers is protected by a device that 
has a Modbus serial port. How can you really protect them? Modbus does not 
provide any security / authentication. If one person can change a set point or 
change an operating parameter then so can any one else. 
 
The Protocol Security GatewayR can stop intruders in their tracks. Prevent ‘write’ 
commands passing from one side of the gateway to the other unless authorized. 
Authorization is done for one / any of the following parameters:  Destination 
Node, Memory Address, Source Node, Source IP, Destination IP, Time Interval. 
You can permit all ‘reads’ or apply the same authorization to ‘reads’.  
 
Full Audit Trails, Reports Intruder attempts …. The P otocol Security Gatewayr R 

can provide audit reports: who changed what and when. It can also provide 
intruder reports and email designated personal when attempts are made to make 
unauthorized changes. 

 
Available for Modbus RTU, Modbus ASCII, Modbus TCP, DNP3, Rockwell DF1 
and BACnet. Others soon.  



 
 AB TCP/IP (CSP) , AB ControlNet, AB EIP, Allen Bradley DF1 , ATMI ACM , ATMI TGM, B&B 

Electronics SDD16 , BACnet Ethernet , BACnet IP , BACnet MS/TP , BACnet PTP Serial , Beacon 

Heatcraft, Canatal , Carrier Data Port (Read Only) , Carrier DataLink (Read/Write) , Caterpillar 

M5X , Cleaver Brooks (CB-Link) , Cyberex , Data Aire DAP , Data Aire DART , DNP 3.0 , Driver, 

ASCII, EasyLink , Edwards Qstart, Edwards QuickStart , EMS HMS867 , Environtronics , EST3 

Serial , Ethernet IP, Fike Cheetah , Gamewell IF 600R7 , Gardner Denver , GE EGD , GE Mark IV 

Speedtronic , GE-EGD, GE-SNP , GE-SRTP, GE-SRTP , GE-Total Lighting Control, Grinnell 

TFX/Minerva , Heatcraft Smart Controller, ILCO 9000 , Interlogix Advent , Infatox, JBus , Lennox, 

Lennox S-Bus , Logger, Lutron Digital microwatt , Lutron Grafik 6000 , McQuay Microtech , Mda 

CM4, Metasys DX9100 , Metasys N2OPEN , MicroWATT (Lutron), Modbus ASCII , Modbus RTU, 

Modbus RTU (Daniels) , Modbus RTU (Omniflow) , Modbus RTU (Tek Air) , Modbus TCP/IP, 

Modbus TCP/IP , Multistack Chiller, Network 8000 GCM-Ascii Driver, Notifier - 1010/2020 , 

Notifier - AFP200/300/400/600 , Notifier - INA , Notifier - Onyx 640 , Notifier 3030, Notifier Italia 

AM 6000 , Notifier Italia CEI-ABI , Notifier NCA, Notifier NIB-96 , Opto 22 OPTOMUX , Omron 

FINS, Pneumatic Products , Profibus Multislave, RussElectric , Secutron , SenscoTech Pressure, 

Setra370, SGS Ethernet, SGS Ethernet , Siemens Cerberus MXL , Silent Knight , Simplex 4100 , 

SMC 2450 , SMC TCP/IP Driver -- Included , SMC TCP/IP: OPC, SMC TCP/IP; Client & Server, 

SMT, SNMP, Spectronics , TAC I-Net , Telnet, TL1 , United Power FIM/PDU , Veeder - Root , 

VESDA , Web-Sentry Server, Weightronics , WS 3000 TABS , WSPI:Gen, XML-Serial, XML-TCP, 

XML-UDP, YorkTalk , Zellweger CM4 , Zellweger System16, AB TCP/IP (CSP) , AB ControlNet, AB 

EIP, Allen Bradley DF1 , ATMI ACM , ATMI TGM, B&B Electronics SDD16 , BACnet Ethernet , 

BACnet IP , BACnet MS/TP , BACnet PTP Serial , Beacon Heatcraft, Canatal , Carrier Data Port 

(Read Only) , Carrier DataLink (Read/Write) , Caterpillar M5X , Cleaver Brooks (CB-Link) , 

Cyberex , Data Aire DAP , Data Aire DART , DNP 3.0 , Driver, ASCII, EasyLink , Edwards Qstart, 

Edwards QuickStart , EMS HMS867 , Environtronics , EST3 Serial , Ethernet IP, Fike Cheetah , 

Gamewell IF 600R7 , Gardner Denver , GE EGD , GE Mark IV Speedtronic , GE-EGD, GE-SNP , 

GE-SRTP, GE-SRTP , GE-Total Lighting Control, Grinnell TFX/Minerva , Heatcraft Smart Controller, 

ILCO 9000 , Interlogix Advent , Infatox, JBus , Lennox, Lennox S-Bus , Omron FINS 


